Wireless @ Johns Hopkins

Wireless Configuration Guide:
Windows 7

Additional “hopkins” wireless network instructions and requirements for Windows XP,
Vista, Mac OS X, and Linux can be found at:
http://www.it.johnshopkins.edu/services/networking/wireless/

The Johns Hopkins Institutions offer the “hopkins” wireless network to faculty, staff,
students, or anyone with a valid JHED ID. The “hopkins” wireless network utilizes the
256-bit Advanced Encryption Standard (AES), and Microsoft's Internet Authentication
Service (IAS) for authentication, to provide a higher level of security and access.

Requirements for Windows 7:

1. The network card you purchase must support the 802.11b and/or 802.11g
protocol(s) as well as support WiFi Protected Access (WPA).

2. You must have the current drivers for your network card which are usually
available from the PC vendor's web site.

3. Symantec Antivirus must be installed. It is free for Hopkins affiliates, and can be
downloaded at http://it.johnshopkins.edu/antivirus/.

How do | find out my JHED account information?

The following steps will allow you to activate your JHED ID. You will need access to a
wired (ethernet) connection.

Step 1: Open a web browser and go to http://my.johnshopkins.edu.

Step 2: Click the First Time JHED User link.

Step 3: Follow the instructions on the login page to find out your Login ID and to set
your password.

JHED account and Active Directory credentials should be the same except for some
grandfathered accounts. If you have issues with signing in when asked for your User 1D
and password, please contact the Help Desk, (410) 955-HELP, to correct the issue.
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How to configure “hopkins” wireless for Windows 7:

Step 1: Click on the Start ICON .

Click on Network from the menu.
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Step 2: Select Network and Sharing Center.
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Step 3: Select Manage wireless networks.

? ‘') ;; » Control Panel » PMetwork and Internet » Metwork and Sharing Center -

Control Panel Home . : : : .
View your basic network information and set up connectior

Manage wireless networks @I' : x i Q
h dapter setti :
ange adapter settings I:l Tihermek

Change advanced sharing (This computer]
settings

View your active networks
You are currently not connected to any networ
Change your networking settings

ﬁ. Set up a new connection or network
. Set up a wireless, broadband, dial-up, ad hec, or VPN connection; ©

Connect to 3 network

Connect or reconnect to a wireless, wired, dial-up, or VPN network

Choose homegroup and sharing options

Access files and printers located on other network computers, or ck

Step 4: Click Add.

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Adapter properties  Profile types  Metwork and Sharing Center

[ Add a wireless network l
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Step 5: Select Manually create a network profile.

How do you want to add a network?

hl Manually create a network profile
“S=. This creates a new network profile or locates an existing network and saves a profile
] for the network on your computer. You need to know the network name (55I0) and
ecurity key (if applicable).

,!-i. Create an ad hoc network

e 5 - . -
This creates a temporary netwoerk for sharing files or an Internet connection

Cancel

Step 6: For Network name, enter hopkins. For Security type, select WPA-Enterprise.
For Encryption type, select AES. Click the Next button.

Enter information for the wireless network you want to add

Metwork name: hapkins
L Security type: [WPA-IEnterplise V]
Encryption type: [E,AES v]
Security Key: | | [ Hice characters

Start this connection automatically

Cannect even if the network is not broadcasting

Warning: If vou select this aption, vour computer’s privacy might be at risk,

I M ext I [ Cancel
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Step 7: Select Change connection settings.

Successfully added hopkins

Change connection settings
Open the connection properties so that | can change the settings.

[ Close ]

Step 8: Make sure the first box is checked. Select the Security tab at top.

P Fa
hopkins Wireless Metwork Properties u

Zonnection | Securiky |

Mame: hopkins

o (0 hopkins

Mebwaork bvpe: Access poinkt

Metwork, availability:  all users

Cannect aukamatically when this netwark, is in range
[ Connect ta a mare preferred netwark iF available

[ Connect even if the netwark is not broadcasting its name (SSI0)

l (0] 4 I [ Zancel
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Step 9: For Security type, select WPA-Enterprise. For Encryption type, select AES.
Choose PEAP for authentication method. Check the box for “Remember my
credentials.” Click on Settings...

- A
hopkins Wireless Metwork Properties ﬁ

Security bype: [WP.ﬁ.-Enterprise "]

Encryplion type: [.ﬁ.ES v]

Chonse a nebwork, authentication method:
| Micrasoft: Protected EAP (PEAF) -|

Settings

Remember my credentials for this connectighl each

kime I'm logged on

Advanced setkings

[ K, J [ Cancel
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Step 10: Check “Validate Server Certificate.” Check “Equifax Secure Certificate
Authority.” Select “Secured password EAP-MSCHAPV2.” Check “Enable Fast
Reconnect.” Click on Configure...

Protected EAP Properties Iﬁ

When connecting:

Validate server certificate

D Conneck to these servers:

Truskted Rook Certification Authorities:

[ Class 3 Public Primary Certification Autharity -
D Entrust.net Secure Server Certification Authariby
[¥] Equifax Secure Certificate Authority

[ Equifax Secure Slobal eBusiness Ca-1

[] Globalsign Rook Ca

[] aTE CvberTrust Global ook

[ hktpt v walicert. com) -
1 [ i = 3

m

|:| Do nok prompk user ko authorize new servers or trusked
certification authorities,

Select Authentication Method:

ISecured password (EAP-MICHAP w2) - Configure. ..

[#] Enable Fast Reconnect

[T]Enforce Metwark Access Probection

[ 7] Disconnect if server does not present cryptobinding TLY
[T Enable Identity Privacy

08 ] [ Cancel

Step 11: Uncheck the box next to “Automatically use my Windows logon” Click OK,
Click OK on Protected EAP properties box.

EAP MSCHAPV2 Properties S

Wwihen connecting:

F Automatically uge my Windows logon name and
pazaword [and domain if any).

[ ak. [ Cancel ]
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Step 12: Back on the “hopkins wireless network properties” window, click on
Advanced settings...

hopkins Wireless Networkm

Security bype: [WP.ﬁ.-Enterprise "]

Encryplion type: [.ﬁ.ES v]

Chonse a nebwaork authentication method:
| Micrasoft: Protected EAP (PEAF) ~|| settings

[¥] Remember iy credentials For this connection each
kime I'm logged on

Advanced setkings

[ (8] 4 j [ Cancel
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Step 13: Check the first box “Specify authentication mode.” Then choose the “User
authentication” option. Then click on Save credentials...

r T ™

Advanced settings & |

G002, 1% setkings

Specify authentication mode:

[Llser authentication o Save credentials

| | Delete credentials For all users

[1Enable single sign on for this network,

(@) Perfarr immediately before user lagon
Perfarm immediately after user logon
Mazimurn delay (seconds): 10

Sign an

This netwark, uses separate virtual LANS For machine
and user authentication

[ (8]3 H Cancel ]

Step 14: Enter WIN\[your JHED ID] and password.

( |

Windows Security

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

|' Iﬁ | WINUHED_ID |
l.. I-....... |

i (0] 4 I [ Cancel
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Step 15: Click OK three times to save all the settings. Go to main desktop

Step 16: You should connect automatically. If not, click the wireless icon on the task
bar and Connect to the “hopkins” network.

Mot connected

djj-l.] Connections are available

Wireless Metwork Connection

hopkins

Step 17: You can check your connection status on the task bar.

hopkins 3
Intermet gccess
] | -

a M g @ L fr 9:03 AM

You are now on the network!

10
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JHARS Reqistration Required for First-Time Users:

Step 18: Open a new web browser window. If this is your FIRST time connecting to a
wireless network at Johns Hopkins, you will be directed to our JHARS registration
website. If you are not redirected, please type http://jhars.nts.jhu.edu. Click Log On to
continue.

& JHARS: The Johns Hopkins Address Registration System - Windouws Internet Explorer ‘E@ﬂ_hi
) [ pwwgosgecom <49 ] x || ive Search o -
T% i | M JHARS: The Johns Hop;i.;Addr:sRegistm;'n s]_l B~ B - ® v |i)>Page v & Tools v
.-Hopkins Enterprise Network Architecture and Design .
JHARS: The Johns Hopkins Address
Registration System

To enter The Johns Hopkins Address Registration System (JHARS) you must be
authenticated, The link below will take you to the Log On screen., You will first be
asked, however, to accept a security certificate, ensuring that your communication of
credentials is encrypted. Click 0K, when the dialog box pops up.

Log On

Done / &) Intemet | Protected Mode: On & 100% -

=

Step 19: You may be prompted by a certificate warning, depending on what version and
type of web browser you are using. Please click Continue to this website.

I — — —
& Certificate Error: Navigaticn Blocked - Windows Internet Explorer . . ‘E@g
.
@ u = |g, https://jhars.nts jhu.edu/jhars/ default.cfm - | "f| A | Live Search e -
—_— - . >
i [@ Certificate Error: Mavigation Blacked I l & ~ B - m=h - |k Page = (F Tools =

s
|_,® There is a problem with this website's security certificate

The security certificate presented by this website was not issued by a trusted certificate authority
The security certificate presented by this website was issued for a different website's address

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server

We recommend that you close this webpage and do not continue to this website.
@' Click here to close this webpage

e P S ) -
k¥ Continue to this website {not recommended)

@ More information

| https://jhars.nts. jhu.edu/jhars/ default.cfm € Internet | Protected Mode: On #100% v
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Step 20: Enter your JHED logon credentials and click Login to access the registration
process.

e ——
€ Johns Hopkins Enterprise Authentication - v5.1.1-21v - Windows Internet Explorer @@u
(-. 3 = %] @ 22 .. Live Search P~

i 5 sted Sites Web Shice Gallery
Favarites = Suggested Sites Web Slice Gallery =

|@JohnsHopkinsEntelpliseAulhentication—\r5.l.1—... |_| ﬁ = * [3 @ * Page~v Safety = Tools = @v ”

@' To help protect your security, Internet Explorer has blocked this website from displaying content with secunty certificate errors. Click here for X
options...

JOHNS HOPKINS )

ENTERPRISE
AUTHENTICATION

LoGIn ENTERPRISE LOGIM INFo | FORGOT PAsswoRD?

Plzaze anter your JHED ID and Password - - .
Y Welcome to the Johns Hopkins Enterprise Login.
First Tirne JHED Uszers Click Hera

The purpose of Johns Hopking Enterprise login is to provide & single sign on
. |D:|JHED_ID | functionality for our customers to access many applications with just one log in.

| Single sign-on (S50 is a mechanism whereby a single action of user

Password:liiii""l authentication and authorization can permit a user to access all computers and

Forgot Password? systems where he has access permission, without the need to enter multiple
passwords. Single sign-on reduces human errar, a major component of
systerns failure and is therefare highly desirable but difficult to implerment.
ogin

Wye also have a Frequently Asked CQuestions section available for more
infarmation and help.

@ @ Internet | Protected Made: On d3ow FH100% o«
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Step 21: Click on Register DYNAMIC IP.

- — -
€& JHARS: The Johns Hopkins Address Registration System - Windows Inteaet Explorer Q@u
Live Search P |
- - e T . il (Bl - - =
W [ (& JHARS: The Johns Hopkins Address Registration S... l ‘ ﬁ ~ B v = v b Page v () Taols =

JOHNS HOPKINS 7

JHARS: The Johns Hopkins Address Registration System

m

IP Address Acquisition:

JHARS will permit your desktop or laptop to connect to the Johns Hopkins network via a dynamic ar
static IP address, Most users will only require a dynamic IP address to get started. Please choose to
register a dynamic IP address or to request a static IP address.

ister DYNAMIC IP | Register a dynamic IP address for your workstation/laptop

. Request a static IP addressfONS entry for your server, printer, or other
Register STATIC IP equipment

Subnet Migration Schedule

I E @ Internet | Protected Made: On He - _

Step 22: Select your Equipment Type and Operating System and click Next.

‘gJHARS: The Jlohns Hopkins Address Registration System - Windows Internet Expl-;rer r - IEIQIQ
&5 - [2] wape sharents jhi s AHARS puBheSgnupDr = o Carmficate Ervar | 45 | o~ || Live searcn 8 -

— = - =
dr o I@ JHARS: The Johns Hopkins Address Registration S... ] ] o~ ~ dmh ~ [k Page = {Cf Tools -

JOHNS HOPKINS :

JHARS: The Johns Hopkins Address Registration System

Register For A Dynamic IP Address

Mote:

1. This is a one time registration process per system.
2. The system you are registering rmust be properly configured for DHCP.
3. You will be required to rehoot the system after the registration process is complete.

Choose your Equiprent Type and Operating System from the drop-down boxes below, y

Equipment Type:

Laptop -
Operating System:
Windowes “ista -

N'TE: Please bhe patient -- this process could take a few seconds to complete
Color indicates reguired field.

You are now in administrative Mode.
Please remember to Log Off when done.

|3 e Internet | Protected Macde: On L OL00%% -
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Step 23: Please Reboot to conclude the registration process.

'_r,é JHARS: The lohns Hopkins Address Registration System - Windows Internet Explorer =HACIN| X

&3 () - |2 hepsi/ijharsnts jhu.edu/IHARS publicSignupDk ~ il Certificate Error | ¢7 | A | | Live Seorch 2 ~|

- —— >
T q‘ﬁ? | @ JHARS: The Johns Hopkins Address Registration S... [ l TQ:} - E T gm o ._']"’ Page = rTools =

JOHNS HOPKINS '

JHARS: The Johns Hopkins Address Registration System

Register For A Dynamic IP Address

Submission complete.

You must now reboot the system to complete the registration process. After reboot, yvou will have access to

the Hopkins network. If you experience any problems, please call the Hopkins Support Center at: 410-516-
HELP.

Eeturn
You are now in Administrative Mode.
Please remember to Log Off when done.
| Done E @ Internet | Protected Maode: On H100% -
Where do | get additional help?
Technical Assistance Krieger Computer Lab
Garland Hall Basement Krieger Hall Room 160
Hours M-F 8AM-5PM Hours Sunday 10AM-Friday

10PM, Saturday 10AM-10PM
Contact the Support Center at:
(410)955-HELP [(410)955-4357]  Johns Hopkins East Baltimore
(410)516-HELP [(410)516-4357]  Johns Hopkins Homewood Campus
(443)997-HELP [(443)997-4357]  Johns Hopkins Mount Washington
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